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Decision/action requested

Please endorse the proposals.
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3
Rationale

3GPP defined Management Function (MnF) and gave deployment examples for Management Function in TS 28.533. 
The MnF can play the roles of MnS consumer and/or MnS producer. A MnS produced by MnF may have multiple consumers. The MnF may consume multiple Management Services from one or multiple MnS producers. An example of a MnF playing both roles (MnS producer and consumer) illustrated in the figure below (refer to Figure 4.5.1 of 28.533).
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Figure 1: Example of Management Function and Management Services
The managed object of MnF can be subnetwork, network slice, network slice subnet, data and report, 3GPP defined network functions and NF services. An example of functional management architecture is shown below (refer to Figure A.6.1 of 28.533)
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Figure 2: Example of functional management architecture
The MnF can be an independent entity or embedded in network element/function, it can be deployed in OSS domain of operator data center, core network (CN) domain or radio access network (RAN) domain in cloud or edge. 

The MnS produced by MnF can be accessed from OSS domain to access/core network domain, inside OSS domain, from BSS domain to OSS domain, from OSS domain to cloud management domain, or even exposed to external consumer, e.g. a tenant of the operator.
The MnS consumer can be a machine or act on behalf of human.

The MnF may be integrated with a central AAA system of operator, and SSO may be supported by the MnF. Figure 3 below (refer to TS 28.533, 28.530,  ) shows a typical 3GPP management function deployment example.
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Figure 3: An example of 3GPP management service deployment framework
In addition, the MnS produced by MnF can be provisioning MnS, fault supervision MnS, performance assurance MnS, data report MnS, management data analytics service, authentication and authorization service, etc. Different types of MnSs can be implemented in a single MnF or separated MnFs. Further the protocol used for MnS can be OpenAPI/Yaml and/or Netconf/Yang. (Refer to 28.532, 28.623)
As shown in Figure 3, there're are three types of network products (NPs) related to MnF. The first NP type supports cross domain MnF. The second NP type supports RAN/CN domain MnF. The third NP type supports RAN/CN NF with embedded MnF. Considering architecture, interfaces, technologies of 3GPP MnF are different than generic 3GPP network function, the discussion paper will discuss several options to develop security assurance for 3GPP MnF in the series of 3GPP SCAS TSs, and propose options to change related TSs. 
· The 1st discussion 

As the 3GPP defined MnF could be independent product or part of network product for RAN/CN NFs, there are two options to develop MnF SCAS. 

· Option 1: analyze the two types of MnFs separately. 
· For MnF embedded in the network product (NP) for RAN/CN NF, take the MnF as one component of GNP defined in 33.926, then extend Generic Network Product (GNP) class description and generic assets and threats if needed, add generic assets and threats for network functions supporting 3GPP defined MnF in 33.926 and corresponding requirements and test case in 33.227 if needed.
· For independent MnF, add annex for aspects specific to MnF network product class in 33.926, and specify MnF specific security assurance requirements and test cases in SCAS for MnF network product class (TS 33.526). 
· Option 2: treat both types of MnFs in the same way, which is always treating MnF as an independent product.
· The 2nd discussion 

For independent MnF, as shown in figure 3, the features, exposed interfaces for cross-domain MnF and RAN/CN domain MnF are quite different, e.g. MnS services produced by cross-domain MnF could be consumed by external MnS consumer, while RAN/CN domain MnF may interact with cloud management system. There are two options to develop SCAS for independent MnF. 

· Option 1: analyze cross-domain MnF and RAN/CN domain MnF separately.

· Define common assets of both types of the MnFs and describe threat analysis based on the assets in 33.926, accordingly add common requirements and test cases in 33.526.

·  Define cross-domain MnF specific assets and describe threat analysis based on the cross-domain MnF specific assets, accordingly, add cross-domain MnF specific requirements and test cases 

·  Define RAN/CN domain MnF specific assets and describe threat analysis based on the  RAN/CN domain MnF specific assets, accordingly, add RAN/CN domain MnF specific requirements and test cases 

· Option 2: develop SCAS for MnF which covers all possible assets of both cross-domain and RAN/CN domain MnFs. Then make notes to clarify to while type of MnF each asset is applicable. 
· The 3rd discussion 
For network product of RAN/CN NF which supporting embedded 3GPP defined management function, maybe be there're new threats introduced by 3GPP defined management function to support OAM interface, again there're two options.
· Option 1: Similar to clause 6 of 33.926, add new clause in 33.926 for generic assets and threats for network functions supporting embedded 3GPP defined management function.
· Option 2: Assume threat analysis on OAM interface in clause 5 is enough regardless if the management function to support OAM interface is defined by 3GPP or not.

4
Detailed proposal

4.1 For the 1st discussion, suggest endorsing option 1.

Because SCAS and related evaluation are applied on product instead of function block. 
4.2 For the 2nd discussion, suggest endorsing option 1.
Because it's clearer to separate requirements and test cases for different types of MnF network product class, then easier to track the test and trace back to the corresponding requirements when evaluate a MnF.
4.3 For the 3rd discussion, suggest endorsing option 2.

As embedded 3GPP defined MnF in generic NF is just one deployment option which has not been adopted by majority of RAN/CN NFs, further study on the threat and risk analysis is needed before add requirements in SCAS. 

Based on above discussion, two change requests on 33.926 are proposed. 

· S3-220150: Revise generic network product to support management function
· S3-220153: Add annex for aspects specific to MnF network product class
Note: the change requests are mainly to materialize the methodology proposed in this discussion paper for SCAS of MnF related product, the concrete threat analysis, requirements and test cases will be added later after the methodology being agreed.

[image: image1.png]MnS MnS

MnS MnS
Producer Producer

Management Function

MnS MnSs MnS
Consumer Consumer Consumer

. MnS . v MnS Y, v MnS



